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WHY THIS WORK

The Idea, Motivation and Context

Modern IT systems are increasingly distributed, dynamic, and difficult to manage.

Typical monitoring process
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FROM DETECTION TO DIAGNOSIS

Problem Statement

Traditional monitoring often stops at anomaly detection.
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WHAT WAS DEVELOPED

Goals of the Work
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Automate Fault Investigation using
Al

Support Explainable Diagnosis Go Beyond Anomaly Detection

Create structured diagnostic process able to transform monitoring data into useful information for
the technical operator.



HOW THE WORK WAS STRUCTURED

Development Approach and Verification

Requirements
Analysis

System Design

> & Decomposition

Define functional and
non-functional
requirements

Separate the architecture into
independent subsystems

Requirements traceability

BDD Acceptance Criteria

Incremental Subsystem

Development
each subsystem was developed and
verified before moving to the next one

Implement > Unit tests

Integration tests —» m

Given / When / Then scenarios

End-to-End
Integration And Test

Combine all subsystems
into the complete
prototype

BDD Acceptance Tests

Verify integrated behaviour
against requirements

Final Evaluation

Validate the complete
system through controlled
fault injection and
repeated diagnostic runs




SYSTEM OVERVIEW

Proposed Architecture - Components

The system is composed by different independent component.

Monitored AGENTIC PROACTIVE MONITOR
System
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DATA COLLECTION

Monitoring and Anomaly Detection

Metrics and logs are collected continuously and stored in OpenSearch that trigger anomaly.

Monitored System
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MULTI-AGENT SYSTEM

Agents, Tools and Knowledge Base

Specialised agents Team cooperate to investigate incidents and retrieve shared system knowledge or

evidence when needed.
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CONTROLLED EXPERIMENTS

Evaluation Approach

The prototype was evaluated in a controlled environment.

Available evidence and knowledge

~ - Can the proposed architecture
g @ . autonomously investigate anomalous @ Metrics
events and produce evidence-based Resource usage and latency

diagnostic information?
@® Logs

Application and system events

5 40 2 ® Runtime state

Processes, containers, network checks

Monitored Machines Diagnostic runs Scenarios
@ Knowledge Base

All available documentation of the system

4 CPU Spike
: _ _ RAM Leak Hardware Environment
Conflguratlon Profile Windows host - RTX 4060 8 GB - Local Ollama
inference
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WHAT WAS OBSERVED

Main Results

The evaluation measured diagnostic quality and execution time across four reasoning profiles.

40 diagnostic runs - 10 runs per profile - Useful = correct or partial diagnosis

Quality / Time Comparison

Evidence

Reasoning profile Correct Partial Useful Mean time
coverage

Baseline (ReACT step=6) 60% 10% 70% 224.84 s 90.0%

More reasoning (ReACT step=10) 50% 30% 80% 100.0%
Different model 0% 0% 66.7%

Higher LLM temperature 30% 20% 50% 313.64 s 76.7%
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FINAL MESSAGE

Conclusions and Future Work

The prototype demonstrates that anomaly detection can be extended into an autonomous diagnostic
process.

Main conclusions Future Work
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Hardware Reasoning Evaluation

Operator
Support

evidence, logs
and guidance

Efficiency Feasibility

end-to-end

ot more powerful stror::gj(re'I;LM mtc;re fgults
prototype GPU roader
higher parallelism I environments
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The system helps the technical operator by The project is also being considered by other
organising evidence and supporting companies and is currently in an experimental
remediation. and evaluation phase.




VIRTUAL OPERATIONS TEAM TEAM STATE

Agent team activity IDLE

Specialised as the technical ro de a tez
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System Engineer Network Engineer
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Application Engineer Software Developer
IDLE IDLE
® XMPP healthy Degraded @ Offline @ Working Waiting dle Presence is live from SPADE/XMPP: activity is reported directly by each agent runtime.
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