Embedding Artificial Intelligence into
Constrained Devices

PhD Student: Andrea Agiollo*
Supervisor: Andrea Omicini*

*Dipartimento di Informatica — Scienza e Ingegneria (DISI)
ALMA MATER STUDIORUM — Universita di Bologna
andrea.agiollo@unibo.it

PhD First Year Report,
20%" October 2021, Bologna

Agiollo (UniBo) Al in Embedded Devices PhD Report 1/14



Outline

© Context

© Research Focus

© Projects

O Activities

Agiollo (UniBo) Al in Embedded Devices PhD Report 2/14



Context

@ Al proven successful for most diverse tasks and applications
@ Al requires high computational capabilities
@ Application of Al on restricted devices (e.g. 10T) open issue:
e Minimize costs
e Poor performances
o Real-time results
@ Al in loT requested for industrial applications
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Research Focus

Research Focus

Resource-friendly Artificial Intelligence

4

Parallel approaches

© Identify small, yet powerful, Neural Network models

@ Combine symbolic and sub-symbolic Al techniques
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Searching Powerful NNs - SOTA

@ Neural Networks are the most popular Al technique

@ NN performance heavily depends on NN architecture (VGG [7],
ResNet [5], MobileNet [6], etc.)

@ ldentification of powerful NN architectures is cumbersome

4
lterative searching approaches called Neural Architecture Search (NAS) [4]

NN model

Search Strategy
Search Space
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Searching Powerful NNs - Our work (1/2)

@ Analysis of most common approaches to NAS task
@ Common NAS focus on raw performance, ignoring NN size/footprint
@ NN obtained from NAS are not applicable to loT

@ Propose iterative search mechanism to limit NN footprint

A. Agiollo, G. Ciatto, A. Omicini: Shallow2Deep: Restraining Neural
Networks Opacity Through Neural Architecture Search. In
International Workshop on Explainable, Transparent Autonomous Agents
and Multi-Agent Systems (2021) [2]
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Searching Powerful NNs - Our work (2/2)

Common NAS iteratively explore a search space
Learning how to explore against properly learning construction criteria

NAS are overly complex (400 GPU hours) and do not generalize

Graph Neural Networks proven to learn graph structures’
characteristics

Generative GNN to build powerful NN architectures
@ Learning construction criteria — true meta-learning

o Draft ongoing
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Combining symbolic and sub-symbolic Al

Logical information complicated to extract, elaborate, treat with NNs
Symbolic techniques better suited for logical information
NN complex to interpret and understand — eXplainable Al (XAl)

Sub-symbolic benefit from symbolic integration in complexity and
explainability
o Focus leveraging GNNs to link symbolic and sub-symbolic

A. Agiollo, G. Ciatto, A. Omicini: Graph Neural Networks as the
Copula Mundi between Logic and Machine Learning: A Roadmap.
In WOA 2021 — 22nd Workshop “From Objects to Agents” [1]
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Other works

@ Al applied to loT cybersecurity
@ Model available attacks against RPL

@ Propose Al-based Intrusion Detection System (IDS) to identify most
attacks

A. Agiollo, M. Conti, P. Kaliyar, T.N. Lin, L. Pajola: DETONAR:

Detection of routing attacks in RPL-based loT. In /EEE Transaction
on Network Service Management (2021) [3]
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Industrial applications

Results of research applied to Electrolux Professional appliances
Focus on visual tasks (e.g. image classification)

Load recognition in dishwashing machine

Analysis of possible extensions to other appliances
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Courses with exams (1/2)

e Emanuele Rodola (University Sapienza of Rome): Geometric Deep
Learning. Hours: 10. CFUs: 2. Dates: 12/2/2020 - 12/11/2020

@ Daniela Loreti (University of Bologna): Programming Paradigms
for High Performance Computing. Hours: 10. CFUs: 2. Dates:
12/9/2020 - 12/16/2020

e Tullio Vardanega (University of Padova) and Andrea Zanella
(University of Padova): Scenarios of loT. Hours: 20. CFUs: 4.
Dates: 01/19/2021 - 02/26/2021

Agiollo (UniBo) Al in Embedded Devices PhD Report 11/14



Courses with exams (2/2)

e Gianluca Campana (University of Padova) and Lamberto Ballan
(University of Padova): Human and Machine Vision. Hours: 12,5.
CFUs: 3. Dates: 04/19/2021 - 04/29/2021

@ Mirco Musolesi (University College London): Advanced Topics in
Reinforcement Learning. Hours: 10. CFUs: 2. Dates: 04/13/2021
- 06/01,/2021

e Diego Valsesia (Politecnico of Turin): Adversarial Training of
Neural Networks. Hours: 15. CFUs: 3. Dates: 03/31/2021 -
05,/12/2021
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Courses without exams

e Maria Pia Torricelli, Rosalia Miceli (Library of Engineering and
Architecture, University of Bologna): Risorse bibliografiche per
I'ingegneria e I'architettura. Hours: 18. CFUs: 4. Dates:
02/01/2021 - 02/16,/2021

@ Gian Antonio Susto (University of Padova): Explainable Machine
Learning. Hours: 6. CFUs: 1. Dates: 03/15/2021 - 03/17/2021

@ Antonio Roda (University of Padova): Principles of Computational
Creativity. Hours: 6. CFUs: 1. Dates: 04/14/2021 - 04/15/2021

e Davide Bresolin (University of Padova): Temporal Logic in Artificial
Intelligence. Hours: 6. CFUs: 1. Dates: 05/04/2021 - 05/11/2021
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