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| General Presentation \



THEE REASONS WE /

M U ST D I STRI B UTE S o 4 Operatives use unstable 4G/5G networks

Fault Survive partitions without data loss
tolerance

WebSocket traffic must not block REST
APls

Load Isolation






Project planification

Global use case

TaskFlow — Use Case Diagram

System boundaries - Primary actors - External system
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Resource isolation
prevents chat traffic
from causing
authentication
timeouts.

Why Microservices, Not Monolith

X REJECTED — MONOLITH CHOSEN — MICROSERVICE

(Single process) n
DB DB

m

RabbitMQ (events)

o Heavy WebSocket connections e Domain isolation
e Rigid HTTP for authentication e Independent deployment & scaling

e Resource contention e Failure containment
e Chat traffic causes auth timeouts e Decoupled async via RabbitMQ

* Conclusion: chat traffic CANNOT cause authentication timeouts

Project planification



Project planification

Internal Docker Bridge Network

Web Frontend APl Gateway Mobile Client
(Angular SSR / Node 22) (Spring Cloud - :8080) (lonic - Capacitor)

.
-—

Eureka Messaging Service

Registry %‘jewice Task Service .8083 Notifica:is:io;l45ervice
:8761 N% -
-

RabbitMQ
:5672 /:15672
event_exchange
chat_exchange

messaging-db notification-db
:5435 :5436

Solid arrow: REST request flow
Amber arrow: Eureka register / discover
L — Grange arrow.MGOP-pubtisir Fecormsame

Bidirectional arrow: JDBC




Sprints

Task Assignment Flow - REST + AMQP Chat Flow - REST + AMQP + STOMP (all 3 protocols)

Admin API Task - Notification Mobile . . . . .
. Task DB RabbitMQ : Admin API Messaging Messaging RabbitMQ Operative
(feb) - - (REST poll (Web) Gateway Service DB chat_exchange (Mobile)

1. POST fapi/vL/Task

.

3 § 1. P0i5T /a pi!vl/adminlmeséages

2. JWT verified - forward | ; ; ; 5 >
: > § : : : : REST - Bearer JWT

REST - Bearer JWT

L

REST 2. forward

3. INSERT into tasks _ _ _ . !
| g REST : 5
JDBC - 3. save ChatMessage

8

4. publish NofificationEvent
: |DBC

4, publish to c;hat_exchange

AMQP - event.r?otr'ﬁcation.task

5. consume event AMQP - routifng key 'user

g 5. consume from user_gueue

: AMP ; : :
6 INSERT notification + send email (SMTP) AMQP

E . 6. push to ltopicluse[f'

stores in DB + . STOMP/WebSocket
sends SMTP email : : 3 3 ;
7. 201 Created ;

' dh
i

8. Ul refresh REST

9. GET /Not/notifications/status/{id}
Admin API Messaging Messaging RabbitMQ Operative

Admin API Task . Notification Mobhile : :
(Web) Gateway Service Task DB RabbitMQ Service (REST poll) (Web) Gateway Service DB chat_exchange (Mobile)

x Task assignment uses REST + AMQP. STOMP/WebSocket is reserved for the Messaging Service (chat). * ONE business action — "send a chat message" — uses ALL three protocols: REST - AMQP - STOMP.




Hey lotfi W%

Happy Tuesday, let's get things done

Hey lotfi # You have 1tasks today

TaskFlow Admin

{J Intelligence Inspector MISSION ARCHIVE < Back

1 PENDING
Dashboard Review agent submissions and authorize protocols.

Approvals

)
SErs
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[ Operative: lotfi toumi

Inspector

Chat fd
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“ok"
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Sprints

Stateless JWT Authentication - HMAC SHA-256

API Auth
. POST /auth/logi ; ; :

email + password 2. forward :
= 3. SELECT user 5
-
: 4. user -|th hash :

—_—

verify BCrypt + s:gn JWT (HS256)
: 5. return JWT :
4—
: 6. 200 OK + token :
—

ELater — every authenticated requesté

7. GET /Task with Bearer JWT

verify HMAC SHA-56 signature LOCALLY

— no DB calf no Auth call

. API Auth




Sprints

User Registration & Approval — Activity Diagram

New operatives can register
but CANNOT login until an
admin approves them.

Boolean flag isActive=false until
PUT /admin/users/approve/{id}

Admin checks pending queue

Account stays inactive

Tactical missions require

asymmetric trust — admins LN mRRE R Faaen _’ : | UserApprovedEvent fired -
must vet each operative. Notification Service sends
>and spproval small approval email via SMTP

(RabbitMQ - SMTP)

User can log in
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@ Automated - JUnit 5 + Mockito

= 30 test classes across all services

Run with mvn test from backend root

Each service tested in isolation

Cover JWT signing, BCrypt, REST controllers,

AMOQP publishers/listeners

Manual - End-to-End on Mobile

Native reconnection cannot be mocked in Cl

Toggle airplane mode on the phone

Verify WebSocket auto-reconnect (5 s back-off}

Verify REST resync of tasks after reconnect

Validate approval email actually arrives

Validate JWT expiry handling

DEPLOYMENT

One command. All containers.

@
$ od backend

$ docker-compose up --build -d

Eureka - Gateway - 4 svwe - 4 DB -

TEST ADMIM ACCOUNT

lotfitoumiS6@gmail..com / adminl23

Sprints




Thank You

Contact us for more information

ahmed.trabelsi2@studio.unibo.it

Lotfi.toumi@studio.unibo.it
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