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Scooter Monitoring

- Explore existing tecnologies and
assess distributed systems concerns

Orogel Stadium

in application design

- Develop afull-stack application .

- Ensure proper application
monitoring

- Deliver and MVP for an urban N L X

mobility solution e i Tl . |
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Development process

e
analysis




Personas

End Users Recharge and Business Users &

maintenance personnel market analysts

Need for information access
T———

Added value to the platform



Requirement development

[ Intuitive experience Real-Time system status }

[ Ease of use

Design User- Information
Focused «transparency»

Utilization metrics }

{ Personas J

Requirements




Design - application data

definition

What data to be stored in
the Scooter

Component interaction }

Application Data

requirements

[ Messages QoS

information

[ State Handling Where to store }




Design - user interfaces

/ -

{ Interfaces and components Scooter details }

\{ General statistics




Design - Architecture

ues - rronten
NodeJs - Backend .
Edge serve
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MongoDB - with auto-views




Scooter Simulation

Lfa 5"

The message broker approach allows for decoupling
between device and the rest of the application

Every scooter is modelled as a single, idependent, thread,
communicating with the application via a kafka consumer and

erter’ Over th ree toplc tO: TD[][C Name Partitions Number of messages Size
B Send llve p05|t|0n (alwayS) .. . scooter_commands 1 51 6 KB
- Send updates and status updates (trip information, event -
scooter_positions 1 1935 219 KB
recorded)

[ 0t ter_updat 1 446 129 KB
- Listen to commands from the application such as block or seootel-paates

unblock
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BackEnd

§8 kafka MiddleWare

Front-End communication
Socket.io

I

Scooter Communication
Kafka

Database communication
MongoDB

Authentication

\ Business Logic

)
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Management of: Scooters, Users,
Trips and Statistics




FrontEnd

( Header W
[ Components subdivision I ‘ Map W
“

Login/Logout W

~
Authentication Sion |
JWT -
Y,
Communication
Socket.lO

State Handling
Vuex




Architecture analysis
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D e p loy m e n t a n a lys i S - are replicas the solution? Introducing orchestrator

Actual project status:

Docker, single-hosted, no replication \ Containerized approach, with
replication

A\ 4

[ Distributing over space W

(multiple nodes)

- Manageability (orchestrator)

( Need for:
L - Observability




Holistic observability in ScooterMonitor?

Observability is a concept that originated in Control
Theory. According to this theory, a system is observable
if the current state can be determined in finite time
using only the outputs.

Observability
Application Performance 1 Physical devices information
i ) Services Status
Application exposed metrics Application exposed metrics

NodeExporter, cAdvisor,
Grafana, promethesus...




Application observability
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Quick Actions

Topic Name
scooter_commands

scooter_positions

scooter_updates

Stack

scootermonitor

scootermonitor

scootermonitor

scootermonitor

scootermonitor

scootermonitor

scootermonitor

scootermonitor

Number of

51

Image




Service monitoring example

CPUBusy Sys Load (Smavg) RAM Used O SWAP Used ( Root FS Used (O @ CPU Core: () Container () Uptime @ N Ot i m p le m e n ted fo r th e p roj e Ct a lt h O u g h

4 8 16.5 weeks

RootFS To © RAM Total O SWAP Tot (O enViSioned, CAdViSO r, NOdeEXporter,
Prometheus and Grafana Stack for

~ Basic CPU / Mem / Net / Disk

CPU Usage Temperature application monitoring

53.00 °C

m M A /W

A
50.00 °C .
10% ~ Docker Engine
08/04 00:00  08/0406:00  08/0412:00  08/04 18:00  08/0500:00  08/0506:00  08/0512:00  08/05 18:00 08/04 0C
CPU Usage

Used Disk Space (O Disk 10 & Used Memc
50% Name Mean Max

100% == caddy 0.0421% 0.687%

600K iofs 103 GiB 40% -
80% = jellyfin 0.283% 21.0%
400K iofs 102GiB 30% - monitoring-cadvisor 171% 17.7%

60% _ . 5 5
200K iofs . 20% monitoring-grafana 0.327%  4.97%

0% monitoring-node-exporter  307%  3.26%
0iofs 1008 MiB 10% = monitoring-prometheus 3.08% 13.3%
20% T - = portainer 0.0222% 0.0588%

" 992 MiB 08/04 00:00 08/04 04:00 08/04 08:00 08/04 12:00 08/04 16:00 08/04 20:00 08/05 00:00 08/05 04:00 08/05 08:00 08/05 12:00 08/05 16:00 08/05 20:00 transmission 0.692% 5.05%
08/04 00:00 08/05 00:00 08/04 00:00 08/05 00:00 08/04 0C
Received Network Traffic Sent Network Traffic

Name Mean Max Name Mean Max
100 kBfs .

caddy 182B/s 95.9 kB/s 2 MBYs == caddy 167 B/s  99.5 kBfs

80 kB/s jellyfin 5.61B/s 1.08kB/s = jellyfin 31.4 B/s 870 B/s

monitoring-cadvisor 679 B/s 696 B/s 1.50 MB/s == monitoring-cadvisor 385kBfs 39.1kB/s

60 kB/s monitoring-grafana 53.5B/s 21.9kB/s == monitoring-grafana 145B/s 94.9KB/s

monitoring-node-exporter 331B/s 346 8B/s 1MB/s monitoring-node-exporter  6.55 kB/s  6.66 kB/s
R monitoring-prometheus 451kB/s 461kB/s == monitoring-prometheus 992 B/s 20.2 kB/s
portainer 214B/s 32.48/s 500 kB/s == portainer 19.0mB/s 553 mB/s
transmission 270B/s 17.2kB/s transmission 10.2kB/s 215 MB/s

0 Bfs == - 0B/s = iz
08/04 00:00 08/04 12:00 08/05 00:00 08/05 12:00 08/04 00:00 08/04 12:00 08/05 00:00 08/05 12:00

20 kBfs

Available at here, from personal project:



https://nicoferra.tplinkdns.com:61001/grafana/?orgId=1&refresh=5s
https://github.com/nicola-ferrarese/rasPi-Home-Lab/
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Extra - When do we need CPS observability?
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Dealing with CPS, often we speak about Agents.
Proper design and use of these kind of entities is still research
topic, given the nature of CP systems themselves, with need

Cloud-Deployed ) )
T Metrics emitter ROSZ2 exporter
ROS2 application

[ [ I
( DDS ]

to ensure observability in order to start co-design and
development/optimization processes
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