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Abstract

Serverless computing has gained importance in both academia and industry due to its cost-efficiency,
automated scalability, and virtually unlimited resource availability, offering a novel pay-as-you-go
model compared to traditional cloud computing solutions. The serverless paradigm not only eases
end-users of the burden of infrastructure management, but its cost model enables users to pay only
for resources consumed, while the provider bears the cost of idle resources. However, the stateless
nature of the services offered and communication needs of related executions are problems that need
to be addressed, as they could pose performance issues and limit the applications of the paradigm.
This survey provides an overview of the current advancements in serverless computing, examining
its opportunities, challenges, and potential solutions.

1 Introduction

Traditional cloud computing paradigms
such as Infrastructure-as-a-service (IaaS) offer
on-demand access to computing resources.
However, the end-users need to configure
the machines and deploy autonomously.
They also need to reserve resources based on
the peak usage of their applications, and this
exclusive allocation results in a strong under
utilization of data centers by only about 10%
on average [1]. Therefore, serverless comput-
ing has gained traction as a way to address
these criticalities, and many large technol-
ogy companies offer serverless platforms.
While there are slight differences among the
services offered on the market, the funda-
mental idea is similar: a pay-as-you-model
that enables end-users to run their services
transparently from the underlying infras-
tructure. The serverless platforms take care
of all the system administration tasks, in-
cluding configuration, deployment, and scal-
ing management, while the users focus on
the functionalities they intend to provide.

Serverless makes use of the Function-as-
a-service (FaaS) paradigm, allowing end-
users to easily deploy services to external
providers. In this paradigm, an application
is sliced into functions that are then sent to
a platform; their execution is event-driven,
meaning each function runs in response to
an event, and the provider manages their
scheduling. The functions are not hidden
from the provider: it knows information
such as the external dependencies and the
runtime environment, and produces logs
about the executions as well. Specifically,
the following data are necessary to define
a function, as explained in the implementa-
tion provided by McGrath et al. [2]:

¢ Function identifier: a randomly gener-
ated Global Unique Identifier to identify
and locate function’s resources

* Language runtime: it specifies the lan-
guage of the function’s code

* Memory size: the maximum memory a
function’s container can consume

* Code blob URI: a URI identifying an
archive containing the function’s code
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that will be executed

While serverless and FaaS are often used
interchangeably, they represent different
concepts: FaaS is a paradigm used in server-
less computing to enable function isolation
and invocation, delegating their execution
to an external provider, and while it is es-
sential to serverless computing, Backend-as-a-
Service (BaaS) is a fundamental component
of serverless as well. BaaS is a cloud service
model originally used for mobile and web
development, used to outsource backend as-
pects of these services, such as hosting and
database management. It has been grown
beyond just mobile-centric services to en-
compass serverless as well, since it provides
overall backend support for this type of ser-
vice. As stated in Berkley View [3], server-
less is defined as FaaS + BaaS. A serverless
system is made of various parts:

* A controller manages the execution of
functions; it is event-driven and trig-
gered by events created consequently
to users’ actions, such as REST-ful
HTTP queries or adding new data to
a database.

* A database contains users’ functions
code and outputs of completed execu-
tions.

¢ Functions are executed in sandboxed
containers. After the execution, the out-
put is saved to the database. Logfiles
are produced and sent to the provider,
to then be used to optimize further exe-
cutions of the function [4].

An example of an asynchronous invocation
in serverless computing is depicted in Figure
1. Based on the status of containers, two
types of startups are defined:

e Warm start: it is the case where a sand-
box from a previous execution that just
concluded is reused

¢ Cold start: it is the case where a new
sandbox is started upon the function’s
execution, or it was previously hiber-
nated by the provider to decrease its
energy consumption

A cold start incurs in a higher delay, which
is dominated by the setup of the software
environment (e.g. libraries loading), and
can take up to tens of seconds [3]. Copik et
al. [5] measured the execution of an empty
C++ function with various providers, result-
ing in startup delays in the order of tens
or hundreds of milliseconds depending on
the provider. Moreover, the provider takes
cares of the scheduling, allocating computer
resources to various customers; therefore,
there is always a risk of queuing delays in
case of high demand for the service.

1.1 Methodology

Serverless computing is a broad and com-
plex field that is closely linked to various
topics, such as performance, security or
caching. While some publications focus on
specific areas by reviewing the latest aca-
demic literature in those fields, this work
adopts a broader approach in order to pro-
vide a comprehensive overview from mul-
tiple perspectives. It first analyzes surveys
and articles to cover critical topics closely
connected to serverless computing and, ad-
ditionally, it explores innovative and notable
studies addressing individual challenges, ul-
timately offering a holistic perspective on
serverless computing.

2 Cost-effectiveness

Serverless computing appears more expen-
sive than traditional cloud computing at a
first analysis: the per-minute execution cost
of an AWS Lambda! function is 7.5 times
as expensive compared to an AWS t3.nano

1 https:/ /aws.amazon.com/lambda/
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Figure 1: Example of an asynchronous invocation. Source: [1].

VM2, As Schleier et al. observe [6], however,
serverless providers include in the price the
cost of redundancy for ensuring availabil-
ity, auto-scaling, monitoring and logging,
which are functionalities that are under the
responsibility of developers in traditional
cloud computing approaches (which this
work refers to as “serverful”), or have to
be purchased as separate services. Another
benefit of serverless computing is its cost
model, which follows a pay-as-you-go pric-
ing structure. In this model, end-users are
charged only for the resources they actually
consume, while the cloud provider covers
the costs of any idle resources, as illustrated
in Figure 2. Even with dynamic resource
allocation, serverful computing operates on
a reservation model, requiring computing
resources to be allocated based on the appli-
cation’s peak usage, which leads to a very
large underutilization of resources. As Cas-
tro et al. [6] point out, in practice, customer
realize saving when moving their applica-
tions to serverless. The price reductions
and the increased functionalities offered by
cloud providers could threaten their rev-
enues; however, as noted by the Jevons Para-
dox [7], lower prices and fewer customer
responsibilities can stimulate demand, off-
setting the price decrease and potentially
boosting providers’ earnings.

2 https:/ /aws.amazon.com/ec2/instance-types/t3/
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3 Security and Privacy

Since serverless computing is inherently
event-driven and the services provided by
the platforms are cloud-based, authentica-
tion becomes a critical challenge: only au-
thorized applications should be able to trig-
ger events that start function executions on
the cloud, otherwise a freeloader could take
advantage of the available resources of the
victims [4]. A token-based authentication
strategy could be employed, where specific
tokens are included in requests, as AWS
Lambda implements3 ; however, these tokens
could be extracted and reused if the message
is sent through an unsecured network. An
effective solution would be to use SSL/TLS
protocols [8, 9], but it may be beyond the
capabilities of low-energy IoT devices.
Using IoT devices in serverless environ-
ments is not uncommon: due to the auto-
scalability property of serverless computing,
it can easily handle large bursts of requests,
which frequently occur when IoT systems
monitor environmental conditions that can
generate numerous events (consider, for ex-
ample, the case of an earthquake detection
network that might rapidly generate exten-
sive data whenever seismic activity is de-
tected). IoT applications might also be very
privacy-sensitive: an example that Shafiei et
al. [4] point out is a use case in healthcare,
where IoT devices transfer patient data: in

3https://docs.aws.amazon.com/apigateway/
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Figure 2: Advantages of serverless computing’s cost model. Source: [6].

this scenario, an attacker could extract sen-
sitive information about patients only by
having access to the name of the function
called and its parameters.

Authorization is another central aspect:
certain functions might be restricted to be
called only by certain users or functions.
To tackle this issue, AWS Lambda uses a
role-based approach, where every function
is associated with a particular set of permis-
sions and users have a role that define the
functions they are allowed to execute. User
executions can be isolated, allowing func-
tions to run within the caller’s context, as
depicted in Figure 3.

Moreover, security concerns such as re-
play attacks are significant [4]: in this type
of attacks, the attacker does not know the
content of a message, but is interested in
the effects of its transmission; in the context
of serverless, this could lead to resource ex-
haustion attacks in the case of multiple ma-
licious function calls that result in a usage

4

beyond the service-level agreement with the
provider. Despite this, as Marin et al. [11]
highlight, the serverless paradigm is more
resistant to (Distributed) Denial-of-Service
attacks compared to other approaches, as it
enjoys elasticity provided by its auto-scaling
feature. Rather than the disruption of the
service, a more common consequence of at-
tacks is a heavy financial load on the appli-
cation owner.

On the bright side, serverless can act as a
security enabler under some points of view
[11]:

¢ It increases difficulty in performing at-
tacks: serverless functions are short-
lived, and this imposes time limits on
the adversaries to retrieve data or to
reach high privileged accounts to per-
form further damage.

¢ [t relieves developers of some security
concerns: security becomes a shared
concern between the developers and the
providers. Providers take care of many

Distributed Systems Course
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Figure 3: Authorization and isolated execution in serverless. Source: [10].

security tasks, especially related to the
infrastructure; however, developers still
need to the heavily involved in secu-
rity matters, securing their workflows
by preventing functions’” vulnerabilities,
limiting execution privileges and secur-
ing the data on the cloud.

4 Data Caching

Applications across various domains fre-
quently rely on querying databases to re-
trieve and manipulate data essential for their
functionalities, which in the case of server-
less platforms are cloud databases. Query-
ing cloud databases may result in bottle-
necks due to the latencies of persistent stor-
age. Serverful systems use multiple level of
caches, but this approach can be challenging
to implement in serverless environments,
given the stateless nature of the functions.
Since a lack of caching makes the server-
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less services infeasible in real-world scenar-
ios, there were various attempts to imple-
ment caching, mainly in-memory and dis-
tributed on multiple nodes. Amazon devel-
oped ElastiCache?, an in-memory cache and
data store, but it is at least 700 times more
expensive compared to Amazon S3 (Ama-
zon’s cloud storage service®) [4]; therefore,
open source alternatives such as InfiniCache
[12] were also implemented. The implemen-
tation of a distributed cache is not straight-
forward®: a first idea that might come to
mind is caching data between requests in
an in-memory hashmap; however, the size
of functions is limited to some gigabytes by
serverless providers, and every instance of
the same function would need to keep in
the memory potentially the same data (for

4https://aws.amazon.com/elasticache/

Shttps://aws.amazon.com/s3/

®An in-depth explanation of the problem can
be found at https://mikhail.io/2020/03/
infinicache-distributed-cache-on-aws-lambda/
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Figure 4: InfiniCache workflow. Source: www.mikhail.io.

example, in the case of parallel requests).
Another option would be to implement a
simple distributed caching system by mov-
ing the cache in multiple functions (units
of execution) that contains a portion of the
data. A big upside of this approach would
be the caching pay model: cost is charged
only when cache functionalities are used
(i.e. function instances are running), while
cluster-based services charge for memory ca-
pacity whether cached objects are accessed
or not. However, serverless functions are not
designed for stateful use cases: they have
limited resources (both CPU and memory-
wise) and can run for some minutes at most.
Moreover, providers such as AWS Lambda
reserve the right to terminate idle functions
at any time. InfiniCache tackles these prob-
lems with a component, called proxy, that
manages multiple functions that hold slices
of data. Clients communicate with the proxy,
which orchestrates the caching transparently
from them, as depicted in Figure 4. Since In-
finiCache is implemented on AWS Lambda,
where the provider can claim idle instances
at any time, it implements a backup mech-
anism for cache functions, creating redun-
dancy with multiple functions containing
the same data. In this way, if the proxy has

6

to retrieve data in the cache but the primary
instance containing the requested data was
shut down, it can reroute the request to its
backup. On AWS Lambda the functions can-
not receive TCP or UDP connections; there-
fore, to allow communication with the proxy,
the proxy’s IP and port are passed as pa-
rameters during the function invocation and
the function itself starts a TCP connection
towards the proxy during initialization, as
shown in Figure 5.

AWS Lambda

Figure 5: [nvocation of a function and connection to
the proxy. Source: www.mikhail.io.

Proxy

5 Performance

While the serverless paradigm can bring the
elasticity to allocate idle resources and even
reduce computational costs, as shown in Sec-
tion 2, its performance cannot match cluster

Distributed Systems Course
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allocations and coarse-grained cloud execu-
tions. Serverless poses some limitations to
High-Performance Computing applications,
and, more in general, to latency sensitive
applications, since many platforms make
use of centralized scheduling with a high
number of parties involved in functions ex-
ecutions that increase execution latencies.
Moreover, inefficient network transport pro-
tocols are used, limiting the use of serverless
for latency-sensitive applications. To limit
these issues and make serverless a feasible
option for the aforementioned applications,
rFaa$S [5], a Remote Direct Access Memory
(RDMA) accelerated FaaS platform, aims to
reduce execution latencies by limiting the
overhead on the fastest available network.

rFaaS introduces various components, as
depicted in Figure 6. Spot executors are
entities that provide hardware and software
resources to clients to support the execution
of serverless functions; each spot executor is
assigned a part of the available resources. A
spot executor includes:

* User code executors, executor processes
responsible for the execution of client
code

* A lightweight allocator, which is re-
sponsible for connecting new clients
((®), managing code executors and the
processes being executed, and remov-
ing processes that are idle or that are
exceeding specific time limits

When a client wants to execute code it con-
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nects to a spot executor which initializes an
isolated execution context with a user code
executor, that can be implemented as a bare-
metal process or a Docker container (@).
The client can then leverage the RDMA ca-
pabilities of the service to write functions
headers and payloads directly to the code
executor’s memory ((35). Spot executors are
managed by entities called resource man-
agers: each one is assigned a group of spot
executors and interacts with data center re-
sources (@), assigning them to spot execu-
tors when they become available. Resource
managers also handle billing data for the
clients (). An important concept intro-
duced by rFaaS to speedup consecutive in-
vocations is leasing: clients acquire leases
on executor processes, and leverage them to
perform consecutive executions on warmed
up containers. Leases allow to avoid the
initialization costs of reliable RDMA con-
nections and limit the interaction between
clients and resource managers: the latter is
involved only once to acquire a lease (@),
and not every time a function is invoked.
The separation of concerns between resource
managers and spot executors allows to re-
duce the critical path of invocations by re-
moving a centralized gateway, ultimately
reducing the number of parties involved in
transmitting functions data.

To reduce the startup delays, alongside
warm and cold executions, rFaaS introduces
the concept of hot invocations, a sandbox
state where, after a request is completed,
the threads continue to active poll for invo-
cation requests. Busy polling decreases the
invocation latency since threads do not en-
ter blocked states waiting for RDMA events.
This operation comes at the cost of occupy-
ing the CPU, and so it should be considered
as active computation time; the executors
can switch back to normal warm mode after
a configurable amount of time to free the
CPU.

The use of hot containers decreases the
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overall overhead to about 350 nanoseconds
on top of the fastest available network trans-
mission. While this implementation of a
RMDA-accelerated serverless platform re-
quires specific hardware and lacks some fea-
tures offered by cloud providers, such as
distributed storage on the cloud, it is a great
attempt to adapt serverless computing to
scenarios with strict latency constraints.

6 Scheduling

Section 5 described an alternative architec-
ture that can optimize scheduling, but most
providers use a different architecture where
functions scheduling is transparent from the
end users. However, these providers can still
optimize scheduling based on many param-
eters. Shafiei et al. [4] provide an in-depth
analysis of the various scheduling policies
available.

6.1 Resource Consumption
Patterns

There is various information that is useful
to know for the provider to ensure proper
scheduling. Understanding data consump-
tion patterns of tasks that are executed is cru-
cial; for instance, if multiple CPU-intensive
functions run on the same physical machine,
it may lead to resource contention. Similarly,
tasks that transfer large amounts of data
over the network could introduce commu-
nication delays if they are co-located on the
same machine. Therefore, a resource-aware
scheduling can take these applications needs
into account to limit the concurrent high de-
mand on shared hardware resources.

6.2 Reducing Startup Overhead

Delays in serverless applications have multi-
ple causes, including cold container startups,
remote database queries and dependency in-
stallations, as explained in Sections 4 and 5.
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Providers can aim to mitigate these issues
by incorporating predictive and speculative
scheduling. In fact, serverless applications
rarely involve only one function invocation,
but they are mostly made by chain of invo-
cations, where multiple functions are called
concurrently, or a function invokes other
functions. Providers could prepare warm
containers based on known or anticipated
invocation patterns, reducing startup over-
head. Functions can often install dependen-
cies as well, and batching together execu-
tions that require to download the same de-
pendencies can further reduce overheads.

6.3 Data Locality

While functions are stateless, it is not un-
common to depend on external data sources
to perform the computations; therefore,
scheduling strategies increasingly prioritize
data locality. By placing functions closer to
the data they process, providers can signif-
icantly reduce data transfer latencies, im-
proving overall applications” performance.

7 Statistics on Serverless
Usage

Despite the leading serverless platform
(AWS Lambda) was launched in 2015, server-
less is still trending and growing. Datadog
stated in its last report” that AWS Lambda
grew by 3% from 2022 to 2023, while Azure
and Google Cloud grew by 6% and 7% re-
spectively. Python and Node.js are the lead-
ing languages used in serverless environ-
ments, and for good reasons: the average
startup time of functions written in Java
(which is the third leading language) is two
times longer compared to Python or Node,js.
The reason is that startup time is influenced
by the memory allocated to a function, and
more than 25% of all Java functions allocate

7 https:/ /www.datadoghq.com/state-of-serverless/
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more than 1024 MB per function, compared
to only about 10% of functions written in
Python and Node.js.

7.1 Functions Marketplaces

Functions marketplaces offer pre-built
serverless functions to be easily deployed;
the most notable example is the AWS Server-
less Application Repository®, that counts
more than 1100 functions. As Shafiei et al.
[4] point out, the competition on these plat-
forms could result in an increase of func-
tions quality, ultimately in favor of the cus-
tomers.

Spillner [13] provides a quantitative anal-
ysis of the functions in the AWS Serverless
Application Repository. Although the report
dates back to 2019, when the repository had
roughly half of the functions it has today,
the conclusion are partially analogous to
the ones in the Datadog report cited above,
particularly about the dominance of Python
and Node.js as the leading programming
languages for serverless.

8 Discussion

As Section 1 depicts, the architecture em-
ployed in serverless computing is quite dif-
ferent compared to the one used in typical
serverful paradigms. This difference forces
companies to adapt to this architecture, but,
for the price of reorganizing applications
in an event-based and function-centered
way, the serverless paradigm offers auto-
scalability and transparency from the under-
lying infrastructure. These features ease pro-
grammers from the burden of infrastructure
configuration and scalability management.
Providers also offer other features, including
monitoring, logging, and marketplaces pro-
viding ready-to-deploy functions, such as

8 https:/ /serverlessrepo.aws.amazon.com/applications
p P pp

Distributed Systems Course

the AWS Serverless Application Repository
presented in Section 7.

The pay-per-use cost model, explained
in Section 2 and adopted by serverless
providers, is another advantage of the
paradigm, and is likely one of the reasons
that contributed to its success. It allows
smaller organizations or independent pro-
grammers with a limited budget to run ap-
plication with low-resource consumption
and sporadic high-resource demand, at a
reasonable price. The same cost model was
adopted in many other fields, such as ar-
tificial intelligence. Companies like Ope-
nAT° offer their models via API, billed based
on the amount of input and output tokens
used!?, allowing programmers to leverage
such models in their applications for a rea-
sonable price, as long as the usage of the
service is limited. On the other hand, host-
ing powerful models locally would require
expensive hardware, independently of the
number and complexity of requests. The
same applies to serverless computing, since
applications with sporadic high-demand of
resources would require, in serverful con-
texts, powerful and expensive servers or
virtual machines. Table 1 shows a com-
parison between the most known serverless
providers: AWS Lambda, Azure Functions!?
and Google Cloud Functions'?. All of them
bill usage based on the number of requests
and the memory consumption of the exe-
cutions, offering a number of requests and
some execution time for free. The pricing is
comparable, with Google Cloud Functions
offering more free resources with a compa-
rable price for additional ones.

As Section 5 depicted, delays and perfor-
mance are open issues for serverless com-
puting. While an alternative architecture

9 https:/ /openai.com/research/

https:/ /openai.com/api/pricing/

11https:/ /learn.microsoft.com/en-us/azure/azure-
functions/functions-overview

12h’ftps: / /cloud.google.com/functions
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Free Monthly Cost of Each

Free Monthly

Cost of Fach Average Cold

Provider Duration R " Additional 1 Additional 1 Start (in nds) Security Caching
(GB-seconds) equests Million Requests GB-second a seconds
AWS Identity and Amazon
AWS Lambda 400,000 1 Million $0.20 $0.000016 <1 Access )
ElastiCache
Management
. s Azure Identity
Azure Functions 400,000 1 Million $0.20 $0.000016 >5 Azure Cache
Management
Identity and
Google Cloud 400,000 2 Million $0.40 $0.0000125 05-2 Access Memorystore
Functions
Management

Table 1: Comparison of serverless providers.

for high-performance computing tasks was
discussed, it is not the architecture adopted
by serverless providers. Section 6 presented
scheduling policies to minimize delays in-
dependently of the architecture, but, since
scheduling is transparent from the users, it
is unknown to which extent these policies
are adopted by providers. As shown in Ta-
ble 1, cold start delays (estimated averages
as observed by industry analysts'?) remain
in the order of seconds and might make the
serverless approach unsuitable for latency-
sensitive applications.

Section 3 highlighted the security risks
involved with serverless computing; every
provider offers multiple security services
to ensure authentication and authorization;
some of them can also involve third-parties
such as external identity providers or may
be available only optionally, for an addi-
tional cost. For example, all three major
providers offer their Identity and Access
Management solution, which provides cen-
tralized control and visibility of resources,
allowing administrators to authorize who
can access specific resources.

Section 4 explained how caching is re-
quired when serverless applications present
data dependencies, and discussed an open-
source implementation of caching in server-
less environments. All three providers offer
their proprietary in-memory data store, as is
depicted in Table 1, which is integrated with
their serverless environment and is offered
as an optional service for an additional cost.

13'nt’tps: / /mikhail.io/serverless/coldstarts/big3/
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9 Conclusion

Serverless computing represents a transfor-
mative shift in cloud computing, and port-
ing applications to serverless environments
would offer benefits such as cost-efficiency,
automated scalability, and simplified infras-
tructure management. Its pay-as-you-go
model has unlocked new possibilities for
businesses and developers, allowing them to
focus on innovation rather than operational
complexities. However, this is not without
challenges, since the stateless nature of the
paradigm and its latencies compared to typ-
ical serverful implementations can limit its
expansion, and need to be addressed.

Through this work, an overview of the
topic from multiple perspectives was pro-
vided, highlighting not only the paradigm’s
potentialities but also the challenges serve-
less computing is facing; and previous inno-
vative efforts that aim to limit or solve some
limitations were analyzed. Addressing these
limitations is crucial for serverless comput-
ing to mature into a more robust, adaptable,
and widely applicable technology for the
future of cloud services.
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