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Distributed system architecture

Layered architecture : separation of concerns

e Presentation tier : Client
e Logic tier: Server

- Domain level

- Application level

- Presentation level
e Datatier : Database




Infrastructure

e Client process on player machine -
initial handshake, communication
with spawned server
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e Server process on server machine
(container) - receives commands,
sends events back

e Master process - single source of
truth
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Motivations and reasons for distribution

e Enable multiplayer gaming in a distributed environment scenario
e Resource sharing : consistency and replicated state; concurrent play
e Faulttolerance
O  Application level
B Retry mechanism
B Timeout mechanism
O  Data tier
B Redis master and replica
Coordination and consistency
Scalability
Security, Authentication, Trust
Performance, responsiveness



Domain

Division to address roles and responsibilities

Game: execute moves based on the game’s
rules, update internal state

Board: cards, misfires, tokens

Player !|= User — dataclasses
- User: authentication/authorization
mechanisms
- Player: User in an ongoing game

Note at isTurnExpired()

© Game
1 gamelD: str
o board: Board
o players : list{Mayer]
o playerTurn : str

» playCard{username : str, cardindex : int): void

o giveMint{usemame : str, cardindex : ist{int] , Nt Type : str, value : str) vold
o discardCard{username : str, cardindex : int): void

* canPlay(usemame : str, board : Board | None)

* changeTurnd) : void

» checkGameOver() : Int | None

@ BTumExpired) : bool

r

© 8o 2\
o deck : Deck 3
: pos : dictiColour, int] © rlayer
o discards : list{Card] D USemame : Str
0 '"':“‘;:;;"‘m o hand : fistHandCard)
e o lastTum : bool
» calculateScored) : int
» adaCard(MandCard) : void
. :“’:’c“:’;‘:@""' (;‘:':l N o DASCArGAtcardindex ; int, HandCard) : void
» removeCard(cardindex : Int) : void
» updateTokenimode: str) : vold o getLastTum() : bool
o dscardMistire() : void

o updateRiles(Card) : void S SR Omioolt  voud
o completediesl) : void
o calculateScored) : void

y \

D Y

© Ouck © HanoCard
| o cards : list{Card) o card : Cord
\ o draw() : Card | None o hintColour : Colour

o shuffie() : void o hintNumber : Number
o lastCard) : bool
\ e get deck_count{) : void
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o number : Number
o colour : Colour

o remonveHingtst) : void
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Application - 1

{© CreatelotoyCommand
& lobby_d : str |
© Max_Users : st

O user_creator : str

4
© CreatetoreyHander
= .

gService

g_service

[o mm«fnuﬁww § mmnum : s Event) |

: s = e ingServico - 9 _service 5
e, [

: ist{Event]
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» exCeC i

0 Usemame © Str
o password : str

© Autrmntcatonservice
4 0 secret : str
«— © duration_seconds : int

@ LogrMander

5 AuthenticationService : auth,_service

| » generate_token(str: username) : str
: st{Event) » validate token(str: token) : sts | Nome
o _UGnatre(sir: username, int : exgires at) - str
N @umuc«mm
@ wvander © Regstertandier - ‘

[ excecuteicommand) : listitvert]
e

& full_name : str
[ 5 el ; str

o7 - : 1 O Usemame : st
- L . : Nst{Event] O PISSWONS : r
(© Giverintrandier (© DscardCarsrander (© mayCarcriandie
& GameRegository : ropo © IGAmRREEOsLOry | 16P0 | = KGameRepository : f0po |
» 1 e 1 bst{Event] » excecute DiscaraCardCommand : command) © kst|Event] » excecutePlayCardCommand : command) © Bst{Event)
I A
© GverintCommand - |
T .©Duuccwncemmom‘ »@Huycuocammd;
o from_player : str 0 Qe i ; st 0 game id : str
© to_player : str o player id : st © player_id : str
o : Colee | None © Card_index : int © Cd_index : int
5 ruimber - Nusber | ~x . e

Decoupling
between action and
logic.

IHandler as a
contract.

Executing pure
DTO commands
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Application - 2

@ IGameRepository @ IUserRepository @ GameServerManager
o load_game(game_id : str) : Game o load_user{username : str) : User o spawn_server_container{game_id : str, player_names : str) : void
= save_game{game : Game) : void | o save_userfuser : User) : void | @ cleanup_leftover_games() : void
r \ / _ (© MatchmakingService
(© RedisRepository o waiting_players : list[str]
[ 1 o lobbies : dict[str, dict]
e _retry() : void o repo : RedisRepository

e save_game_information{game_info : Gamelnformation) : void | o game_server_manager : GameServerManager

o load_game_information{game_id : str) : Gamelnformation - > — i
= = . i B nerT] create_lobby(lobby_id: str, max_users: int, user_creator : str} -> str
o save_player_game_mapping(player_id: str, game_id: str): void » join_lobby(lobby id: str, player | WaitingPlayer)

| @ get_player_game_mapping(self, player_id: str) : str | None o add_player to_pool(player: WaitingPlayer, lobby id: str) -> str
o create_game(lobby_players, game_id) : Gamelnformation

Handlers for interactions with the repository :

- IGameRepository Note the _retry method for interacting
- IUserRepository with Redis : Exponential backoff +
or external services : jitter

- MatchmakingService
- AuthenticationService
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Presentation

(L) WebSocketrandier

o connectionManager : ConrectionManager
o dispatcher : CommandDispatcher
o command_factory : CommandFactory
o Buth_sernice ; AuthenticationServioe
CarmmandMesss & desenalizeiraw_teat 15ir) | CommandMessage
@ i s Sevialize (metsage | CommandMessage] - str

o bype: sir
o bction: str e ® On_tonnectiwebiociet] ; woid
o data: dectstr, Ary] & On_digconnecticonn_id : str) ; void
o request_id: Optisnal]str] = Kone
o connection_id: Optional[str) = Moms & DN _Massageiconn_id - str, row_teod @ sir) @ void
i # _handie_commandimessage : CommandMessage] - lst|Event]
# broadcasticonn_id: str, events: Bst{Event]) | void
& _duiPsenicabe_and_suthoritsimessagn: CommandMessage) : void
o _especied_user_for_actionimessage: CommandMessage) = Optional str]
& s websocioet) @ wold
¥
/ / \
K,
d /
/ I." @ CanrgtanManages
.'I o player_connectiond : dct[plaper id, conn_id]
/ f o game_connections : dict{game_id, seticonn_id]]
o I' » o eann_players : dictoonn i, player ]
s
| ar ; & add_connection|websociet)
@ CammandFaciony @ e S & Memove_connection|comn_id)
o comimand_handiers @ dict type, IHandler)
» create (message : CommandMesiage) ; vwoid | = = bind_player(conn_id, player_id)
\ » dpalehicemmand) ; lisgl Event] = UNDIR_EM e Iyer K]
|
lI,-" = jin_gamelplayer_id, gama_id]
& leave_gamedplayer_kd. game_id)
"'ll = get_conmectioniplayer_id] : websocket
".\ S
/
' [
() Event
o e ; St

o daka ; dictfstr, Any)

Pattern dispatcher : avoid if/else
Pattern factory : delegate creation of
objects

WebSocketHandler : communication
orchestrator

Command : generic DTO that
captures raw data

Event : representation of the system’s
reactive output




Client Presentation Layer Application Layer Repository Login seq ue nce diagram

login{username, password)

>

handieLoginicommand )

>

loadUsenjusermanme)

el Reconnection mechanism is
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PlayerReconnected(} .
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loginSuccessi)
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< Emortinvalid Usemame/Password®)

error“invalid Usermame/Password™)

< omorl’Username not found®)

' errgr|“Usemame not found=)

Client Presentation Layer Application Layer Repository
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Fault tolerance & Availability

- Persistent Websocket connection - fault
tolerance in communication

- Timeout mechanism in Game to prevent
blocking due to inactivity

- Retry mechanism when reaching Redis

- Sentinel promotes replica to master if master
is determined shut down

Caching a local copy in client

Load distributed to multiple server instances
Priority to consistency over availability in the
case of network partition



11

Implementation

- Websockets communication protocol - persistent, reliable, manageable
- Docker container network for backend components

- JSON in-transit data format ex. serialization of Game

- Redis KV database

- Python, FastAPl backend, Uvicorn server

- Pytest unit, integration tests

- React, TypeScript, Vite front end

- Docker Compose to deploy backend
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Validation

Layered architecture allows for easy boundaries for unit testing.

Unit tests for domain classes to validate game rules are properly implemented

Unit tests for matchmaker operations with mocked classes that interact with it

Client-server communication flow completely tested in all possible scenarios

Integration test of MatchmakingService + GameServerManager

End to end (manual) test of complete flow; demo provided

Manual integration acceptance tests that check multi component scenarios ex. checking whether game
state update is received by all clients
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Demo



http://drive.google.com/file/d/1ojo8lZPEP1I5P_apC1vcWn2JOYvYXKBI/view

Container failure into reconnection
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Server temporarily unreachable, client reconnection



http://drive.google.com/file/d/1N2NPziRTQgyISu8iAHXfJ2p8uzJmGvYI/view
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Thank you for your attention

Gabriele Santi, Blagoja Savevski, Pengyue Xu
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