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Public Key 
Infrastructure

• Set of processes, technologies and policies needed to 
encrypt and sign data (digital certificates)

• Verify a user’s identity by means of their public key

• Certificate Authorities: verified third party

• Web of Trust: self-signed certificates and third-party 
attestations



Blockchain

• Way to implement a distributed ledger (data store 
replicated on multiple nodes of a peer-to-peer network)

• Transactions are approved and propagated through 
consensus 

• Miners financially incentivized to ensure validity and 
integrity



Why DPKI 

• PKI properties:
o CIA triad
o Accurate registration - inability of a user to register an identity 

that does not belong to him
o Identity retention - inability of a user to impersonate an identity 

already registered to someone else

• PKI problems:
o Inability of common PKIs approaches (WoT, CA) to reliably offer 

identity retention
o Single point of failure in centralized design

• Decentralized PKI:
o Identities belong to the entities they represent
o Using the blockchain as the decentralized infrastructure



System 
requirements

• Register a public key under a non-registered identity and 
update or revoke it

• Look up public keys

• Access the system as a miner, mining blocks to receive 
financial compensation

• Double signatures to grant more security



Blockchain 
design

• Bitcoin inspired

• Unspent Transaction Output (UTXO)

• Proof Of Work (POW) and Longest Chain Rule

• Some transaction rules to avoid propagation of bad data



Network 
design

• P2P local communication via TCP

• Consensus mechanism for consistency

• Weaknesses:
o Unauthenticated key-delivery service
o Asynchronous - vulnerable to byzantine faults



Demo
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