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<RequestSecurityToken>

<TokenType> ... </TokenType>

<RequestType>... </RequestType>

<Base>...</Base>

<Supporting>...</Supporting>

</RequestSecurityToken>
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<RequestSecurityTokenResponse> 

<TokenType>...</TokenType>

<KeyType>...</KeyType>

<KeySize>...</KeySize>

<wsp:AppliesTo>...</wsp:AppliesTo>

<RequestedSecurityToken>...

</RequestedSecurityToken>                  

<RequestedProofToken>...

</RequestedProofToken>

</RequestSecurityTokenResponse>
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Security token requests are susceptible to denial of 
service attacks.
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<Rule RuleId=“R2”
Effect=“Deny”>

<Target>
<Resources>
<Subjects>
<Actions>

<Condition>
</Rule>

<Policy>
<Target>

<Resources>
<Subjects>
<Actions>

<RuleSet ruleCombiningAlgId = 
“DenyOverrides”>

<Rule ruleId=“R1”>
<Rule ruleId=“R2”>

…
<Obligations>

<RuleSet>
</Policy>

<Rule RuleId=“R1”
Effect=“Permit”>

<Target>
<Resources>
<Subjects>
<Actions>

<Condition>
</Rule>
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<rdf:RDF
xmlns:rdf="http://www.w3.org/TR/WD-rdf-syntax#"

xmlns:md="http://ourdomain.it/MD/Schema/md-syntax#"

xmlns:ms="http://ourdomain.it/MS/Schema/ms-syntax#">

<rdf:Description

rdf:about="http://ourdomain.it/MD/PresSMIL/presentation7318.smi">

<rdf:type rdf:resource="http://ourdomain.it/MD/Schema/md-
syntax#PresSMIL" />

<md:title>Conference presentation 2004-02-13</md:title>

<md:duration>7256992</md:duration>

<md:format>application/smil</md:format>

<md:contains>

<rdf:Bag>

<rdf:li
rdf:resource="http://ourdomain.it/MD/Text/transcript7318.txt"/>

<rdf:li rdf:resource="http://ourdomain.it/MD/Image/chart457.png"/>

<rdf:li
rdf:resource="http://ourdomain.it/MD/Video/video010234.avi"/>

</rdf:Bag>

<md:contains>

</rdf:Description>

</rdf:RDF>
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The policy is composed of two assertions:
the type of user who can access the resource

(Trainers of the Teaching Quality Evaluation 
group) 

the kind of resources involved (SMIL
presentations including a video that show trainers 
instructing trainees).

Such assertions are used to select the target of 
the XACML rule. 
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<?xml version="1.0" encoding="UTF-8"?>

<Rule

xmlns="urn:oasis:names:tc:xacml:1.0:policy"

xmlns:xsi= http://www.w3.org/2001/XMLSchema-instance

xmlns:ctx="urn:oasis:names:tc:xacml:1.0:context"

xmlns:rdf="http://www.w3.org/TR/WD-rdf-syntax#"

xmlns:md="http://ourdomain.it/MD/Schema/md-syntax"

xmlns:ms="http://ourdomain.it/MS/Schema/ms-syntax"

RuleId="urn:oasis:names:tc:xacml:examples:ruleid:1"

Effect="Permit">

<Target>

---------- THE NEXT THREE SLIDES --------------------

</Target>

</Rule>
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<Subjects>

<Subject>

<SubjectMatch

MatchId= "urn:ourdomain:function:metadataQuery">

<AttributeValue

DataType="http://">

<rdf:Statement rdf:about="thisRequestUser" >

<rdf:subject rdf:resource="http://ourdomain.it/MS/Schema/ms-syntax#Trainer" />

<rdf:predicate rdf:resource="http://ourdomain.it/MS/Schema/ms-syntax#belongs"/>

<rdf:object rdf:datatype="http://www.w3.org/2001/XMLSchema#string">

Teaching Quality Evaluation

</rdf:object>

</rdf:Statement>

</AttributeValue>

<SubjectAttributeDesignator

AttributeId="urn:ourdomain:attribute:metatag"

DataType="http://www.w3.org/2001/XMLSchema#string"/>

</SubjectMatch>

</Subject>

</Subjects>
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<Resources>

<Resource>

<ResourceMatch MatchId="urn:ourdomain:function:metadataQuery">

<AttributeValue

DataType="http://">

<rdf:Statement rdf:about="thisRequestUrl">

<rdf:subject rdf:resource="http://ourdomain.it/MS/Schema/md-syntax#PresSMIL"/>

<rdf:predicate rdf:resource="http://ourdomain.it/MD/Schema/md-syntax#contains
video"/>

<rdf:object rdf:nodeID="content"/>

</rdf:Statement>

<rdf:Statement rdf:nodeID="content">

<rdf:subject rdf:resource="http://ourdomain.it/MS/Schema/ms-syntax#Trainer"/>

<rdf:predicate rdf:resource="http://ourdomain.it/MS/Schema/ms-syntax#instructs"/>

<rdf:object rdf:datatype="http://www.w3.org/2001/XMLSchema#string">

Trainee

</rdf:object>

</rdf:Statement>

</AttributeValue>

<ResourceAttributeDesignator

AttributeId="urn:ourdomain:attribute:metatag"

DataType="http://www.w3.org/2001/XMLSchema#string"/>

</ResourceMatch>

</Resource>

</Resources>
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<Actions>

<Action>

<AnyAction />

</Action>

</Actions>
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When a policy involving metadata needs to be evaluated, the 
subject context already contains the RDF description of the 
requester. The policy evaluation engine works as follows:

First, the semantic assertions about the requestor that are included in 
the subject field of our policy rules and the metadata about the 
requestor in the access request are compared to identify the policy 
rules that apply to the requestor. 

Second, the semantic assertions that are included in the resource 
context of applicable policy rules are used to query the descriptive 
metadata of the requested resource, to verify whether the requested 
resource satises the rules selected in the previous step.
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Both these selection steps involve RDF
queries, where the assertions in the policy 
rules are used to query metadata associated 
with the requester and the involved resource. 

Such querying can be tackled by means of two 
different techniques: 

reasoning based on metadata

database-like querying. 

83

(A, type, statement)

(A, subject, thisRequestUser)

(A, predicate, type)

(A, object, Trainer)

(?, subject,

Trainer) (or its subtype (?, subject, Instructor) ) 

(?, type, Statement)

(?, subject, PresSMIL)

(?, predicate, contains)

(?, object, Video)
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HTTP, FTP, SMTP, etc.
(application level)

HTTP

XML message

SOAP
(RPC, messages)

SOAP extensions
(reliability, transactions, etc.)

TCP
(transport level)

IP
(network level)

Ethernet
(physical level)
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www.forumsys.com

www.datapower.com

www.reactivity.com

www.westbridgetech.com

www.xtradyne.com

www.verisign.com
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