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Human & Computer Networks

Oxford Dictionary

The notion of network
http://en.oxforddictionaries.com/definition/network

. . .

2. A group or system of interconnected people or things.
“the company has a network of 326 branches”
“a trade network”
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Human & Computer Networks

Human Networks I

The notion of network

A network consists of two or more entities, or objects, sharing resources
and information

multiplicity of entities

that share—either give or get

sharing is typically (by default) bi-directional

Examples

family network

community / peer network

networks of networks: family networks within the community network
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Human & Computer Networks

Human Networks II

Client-server networks

E.g., the restaurant network

a customer is the client of the food & drink prepared by the restaurant

the waiter is the server providing clients with access to
resources—providing information on available resources, receiving
requests, and possibly satisfying them

Contact networks

networking is nowadays considered as the most relevant premise to
career development

accumulating and nurturing contacts is probably the most powerful
tool to make the best of one’s professional experience and skills
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Computer Network Fundamentals

Basics Elements [Kizza, 2015]

The notion of network

sender & receiver

(transmission, communication) medium, where sharable item can be
channeled

agreed-on rules of communication, or, protocols
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Computer Network Fundamentals

Computer Network I

The notion of network

A computer network is a distributed system consisting of loosely-coupled
computers and other devices.

Andrea Omicini (MHR&O / BBS) 2 – Networks & Security A.Y. 2018/2019 9 / 64



Computer Network Fundamentals

Computer Network II4

share resources on other systems that are not readily available locally. The network 
elements, together with their resources, may be of diverse hardware technologies 
and the software may be as different as possible, but the whole combination must 
work together in unison. 

 Internetworking technology enables multiple, diverse underlying hardware tech-
nologies and different software regimes to interconnect heterogeneous networks 
and bring them to communicate smoothly. The smooth working of any computer 
communication network is achieved through the low-level mechanisms provided by 
the network elements and high-level communication facilities provided by the soft-
ware running on the communicating elements. Before we discuss the working of 
these networks, let us fi rst look at the different types of networks.  

1.2     Computer Network Models 

 There are several confi guration models that form a computer network. The most 
common of these are the centralized and distributed models. In a centralized model, 
several computers and devices are interconnected and can talk to each other. 
However, there is only one central computer, called the master, through which all 
correspondence must take place. Dependent computers, called surrogates, may have 
reduced local resources, such as memory, and sharable global resources are 
 controlled by the master at the center. Unlike the centralized model, however, the 
distributed network consists of loosely coupled computers interconnected by a 
 communication network consisting of connecting elements and communication 
channels. The computers themselves may own their resources locally or may request 
resources from a remote computer. These computers are known by a string of 
names, including host, client, or node. If a host has resources that other hosts need, 
then that host is known as a server. Communication and sharing of resources are not 
controlled by the central computer but are arranged between any two 

  Fig. 1.1    A computer network       

 

1 Computer Network Fundamentals

[Kizza, 2015]
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Computer Network Fundamentals

Computer Network Models I

depending on the network structure, there are several models of
networks.

the main ones are

centralised model

distributed model
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Computer Network Fundamentals

Computer Network Models II
5

communicating elements in the network. Figures  1.2  and  1.3  show a centralized 
network model and a distributed network model, respectively.    

1.3     Computer Network Types 

 Computer networks come in different sizes. Each network is a cluster of network 
elements and their resources. The size of the cluster determines the network type. 
There are, in general, two main network types: the local area network (LAN) and 
wide area network (WAN). 

  Fig. 1.2    A centralized network model       

  Fig. 1.3    A distributed network model       

 

 

1.3  Computer Network Types

Centralised network [Kizza, 2015]
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Computer Network Fundamentals

Computer Network Models III

5

communicating elements in the network. Figures  1.2  and  1.3  show a centralized 
network model and a distributed network model, respectively.    

1.3     Computer Network Types 

 Computer networks come in different sizes. Each network is a cluster of network 
elements and their resources. The size of the cluster determines the network type. 
There are, in general, two main network types: the local area network (LAN) and 
wide area network (WAN). 

  Fig. 1.2    A centralized network model       

  Fig. 1.3    A distributed network model       

 

 

1.3  Computer Network Types

Distributed network [Kizza, 2015]
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Computer Network Fundamentals Computer Network Types

The Size of a Network I

Different types on networks

each network is a cluster of network elements and their resources

coming in different sizes

determining the network type

the main ones

LAN
WAN
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Computer Network Fundamentals Computer Network Types

Local Area Networks (LAN) I

Networks in a small geographical area

e.g., a building floor, a building, a few adjacent buildings

benefits

since all network elements are close together, data move fast through
communication links
since communicating elements are near, high-cost and high-quality
communicating elements can be used
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Computer Network Fundamentals Computer Network Types

Local Area Networks (LAN) II
6

1.3.1     Local Area Networks (LANs) 

 A computer network with two or more computers or clusters of network and their 
resources connected by a communication medium sharing communication proto-
cols and confi ned in a small geographical area, such as a building fl oor, a building, 
or a few adjacent buildings, is called a local area network (LAN). The advantage of 
a LAN is that all network elements are close together so the communication links 
maintain a higher speed of data movement. Also, because of the proximity of the 
communicating elements, high-cost and high-quality communicating elements can 
be used to deliver better service and high reliability. Figure  1.4  shows a LAN 
network.   

1.3.2     Wide Area Networks (WANs) 

 A wide area network (WAN), on the other hand, is a network made up of one or more 
clusters of network elements and their resources, but instead of being confi ned to a 
small area, the elements of the clusters or the clusters themselves are scattered over 
a wide geographical area as in a region of a country or across the whole country, 
several countries, or the entire globe like the Internet. Some advantages of a WAN 
include distributing services to a wider community and availability of a wide array of 
both hardware and software resources that may not be available in a LAN. However, 
because of the large geographical areas covered by WANs, communication media are 
slow and often unreliable. Figure  1.5  shows a WAN network.   

1.3.3     Metropolitan Area Networks (MANs) 

 Between the LAN and WAN, there is also a middle network called the metropolitan 
area network (MAN) because it covers a slightly wider area than the LAN but not 
so wide as to be considered a WAN. Civic networks that cover a city or part of a city 

  Fig. 1.4    A LAN network       

 

1 Computer Network Fundamentals

[Kizza, 2015]
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Computer Network Fundamentals Computer Network Types

Wide Area Networks (WAN) I

Devices or clusters scattered in a wide geographical area

e.g., a region of a country, across the whole country, several
countries, the entire globe like the Internet

benefits

distributing services to a wider community
availability of a wide array of both hardware and software resources
that may not be available in a LAN

drawbacks

communication media may be slow and often unreliable
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Computer Network Fundamentals Computer Network Types

Wide Area Networks (WAN) II
7

are a good example of a MAN. MANs are rarely talked about because they are quiet 
often overshadowed by cousin LAN to the left and cousin WAN to the right.   

1.4     Data Communication Media Technology 

 The performance of a network type depends greatly on the transmission technology 
and media used in the network. Let us look at these two. 

1.4.1     Transmission Technology 

 The media through which information has to be transmitted determine the signal to 
be used. Some media permit only analog signals. Some allow both analog and digi-
tal. Therefore, depending on the media type involved and other considerations, the 
input data can be represented as either  digital  or  analog  signal. In an analog format, 
data is sent as continuous electromagnetic waves on an interval representing things 
such as voice and video and propagated over a variety of media that may include 
copper wires, twisted coaxial pair or cable, fi ber optics, or wireless. We will discuss 
these media soon. In a digital format, on the other hand, data is sent as a digital 
signal, a sequence of voltage pulses that can be represented as a stream of binary 
bits. Both analog and digital data can be propagated and many times represented as 
either analog or digital. 

 Transmission itself is the propagation and processing of data signals between 
network elements. The concept of representation of data for transmission, either as 
analog or digital signal, is called an  encoding scheme.  Encoded data is then trans-
mitted over a suitable transmission medium that connects all network elements. 
There are two encoding schemes,  analog  and  digital.  Analog encoding propagates 
analog signals representing analog data such as sound waves and voice data. Digital 

  Fig. 1.5    A WAN network       

 

1.4  Data Communication Media Technology

[Kizza, 2015]
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Computer Network Fundamentals Computer Network Types

Metropolitan Area Networks (MAN) I

In the middle between LANs and WANs

middle network: wider than LANs, smaller than WANs

e.g., civic networks
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Computer Network Fundamentals Data Communication Media Technology

Basic Elements of Transmission

The performance of a network type depends on

transmission technology

transmission medium
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Computer Network Fundamentals Data Communication Media Technology

Transmission Technology

transmission is the propagation and processing of data signals
between network elements

representation of data for transmission is the encoding scheme

two encoding schemes: analog and digital
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Computer Network Fundamentals Data Communication Media Technology

Transmission Medium I

characteristic quality, dependability, and overall performance of a
network depend on its transmission medium

transmission medium determines expected network traffic, reliability,
size, transmission rate

transmission media: wired and wireless
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Computer Network Fundamentals Data Communication Media Technology

Transmission Medium II

Wired

copper wires

twisted pair

coaxial cable

optical fiber

Wireless

infrared

high-frequency radio

microwaves

laser
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Computer Network Fundamentals Network Topology

Topology

Computer networks, whether LANs, MANs, or WANs, are constructed
based on a topology. There are several topologies including the following
popular ones

mesh

tree

bus

star

ring
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Computer Network Fundamentals Network Topology

Mesh

13

Microwave transmissions use a pair of parabolic antennas that produce and receive 
narrow but highly directional signals. To be sensitive to signals, both the transmit-
ting and receiving antennas must focus within a narrow area. Because of this, both 
the transmitting and receiving antennas must be carefully adjusted to align the trans-
mitted signal to the receiver. Microwave communication has two forms: terrestrial, 
when it is near ground, and satellite microwave. The frequencies and technologies 
employed by these two forms are similar but with notably distinct differences. 

  Laser : Laser light can be used to carry data for several thousand yards through 
air and optical fi bers. But this is possible only if there are no obstacles in the line of 
sight. Lasers can be used in many of the same situations as microwaves, and like 
microwaves, laser beams must be refracted when used over long distances.    

1.5     Network Topology 

 Computer networks, whether LANs, MANs, or WANs, are constructed based on a 
topology. There are several topologies including the following popular ones. 

1.5.1     Mesh 

 A mesh topology allows multiple access links between network elements, unlike 
other types of topologies. The multiplicity of access links between the network ele-
ments offers an advantage in network reliability because whenever one network 
element fails, the network does not cease operations; it simply fi nds a bypass to the 
failed element and the network continues to function. Mesh topology is most often 
applied in MAN networks. Figure  1.11  shows a mesh network.   

  Fig. 1.11    Mesh network       

 

1.5  Network Topology

[Kizza, 2015]
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Computer Network Fundamentals Network Topology

Tree14

1.5.2     Tree 

 A more common type of network topology is the tree topology. In the tree topology, 
network elements are put in a hierarchical structure in which the most predominant 
element is called the  root  of the tree, and all other elements in the network share a 
child–parent relationship. As in ordinary, though inverted trees, there are no closed 
loops. So dealing with failures of network elements presents complications depend-
ing on the position of the failed element in the structure. For example, in a deeply 
rooted tree, if the root element fails, the network automatically ruptures and splits 
into two parts. The two parts cannot communicate with each other. The functioning 
of the network as a unit is, therefore, fatally curtailed. Figure  1.12  shows a network 
using a tree topology.   

1.5.3     Bus 

 A more popular topology, especially for LANs, is the bus topology. Elements in a 
network using a bus topology always share a bus and, therefore, have equal access 
to all LAN resources. Every network element has full-duplex connections to the 
transmitting medium which allows every element on the bus to send and receive 
data. Because each computing element is directly attached to the transmitting 
medium, a transmission from any one element propagates through the entire length 
of the medium in either direction and therefore can be received by all elements in 
the network. Because of this, precautions need to be taken to make sure that trans-
missions intended for one element can be received by that element and no other 
element. The network must also use a mechanism that handles disputes in case two 
or more elements try to transmit at the same time. The mechanism deals with the 
likely collision of signals and brings a quick recovery from such a collision. It is 
also necessary to create fairness in the network so that all other elements can trans-
mit when they need to do so. See Fig.  1.13 .  

  Fig. 1.12    Tree topology       

 

1 Computer Network Fundamentals

[Kizza, 2015]
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Computer Network Fundamentals Network Topology

Star16

a mechanism of taking turns in sending information around the ring. Figure  1.15  
shows a ring topology network. The taking of turns in passing information is man-
aged through a  token  system. A token is a system-wide piece of information that 
guarantees the current owner to be the bus master. As long as it owns the token, no 
other network element is allowed to transmit on the bus. When an element currently 

  Fig. 1.15    Ring topology network       

  Fig. 1.14    Star topology       

 

 

1 Computer Network Fundamentals

[Kizza, 2015]
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Computer Network Fundamentals Network Topology

Ring

16

a mechanism of taking turns in sending information around the ring. Figure  1.15  
shows a ring topology network. The taking of turns in passing information is man-
aged through a  token  system. A token is a system-wide piece of information that 
guarantees the current owner to be the bus master. As long as it owns the token, no 
other network element is allowed to transmit on the bus. When an element currently 

  Fig. 1.15    Ring topology network       

  Fig. 1.14    Star topology       

 

 

1 Computer Network Fundamentals

[Kizza, 2015]

Andrea Omicini (MHR&O / BBS) 2 – Networks & Security A.Y. 2018/2019 31 / 64



Computer Network Fundamentals Network Connectivity and Protocols

Focus on. . .

1 Human & Computer Networks

2 Computer Network Fundamentals
Computer Network Types
Data Communication Media Technology
Network Topology
Network Connectivity and Protocols

3 Computer Network Security Fundamentals
Securing the Computer Network
Forms of Protection

Andrea Omicini (MHR&O / BBS) 2 – Networks & Security A.Y. 2018/2019 32 / 64



Computer Network Fundamentals Network Connectivity and Protocols

Standards

networks grew as the need to connect different computers

independently of diversity

standards were required to make computers interconnect
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Computer Network Fundamentals Network Connectivity and Protocols

OSI I

Open System Interconnection (OSI) Protocol Suite

networks grew as the need to connect different computers

independently of diversity

standards were required to make computers interconnect

ISO

to help computers communicate, the International Organization for
Standardization (ISO) developed the Open System Interconnection
(OSI) model

OSI is an open architecture model
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Computer Network Fundamentals Network Connectivity and Protocols

OSI II

Layers

OSI model based on the idea that communication over a network can
be broken into seven layers

each layer represents a different portion of the communication task

different layers of the protocol provide different services

each layer can communicate only with its own neighbouring layers

e.g., the protocols in each layer are based on the protocols of the
previous layers
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OSI III
19

layer headers are appended to the data, causing the datagram to grow larger. Each 
layer header contains information for that layer’s peer on the remote system. That 
information may indicate how to route the packet through the network or what 
should be done to the packet as it is handed back up the layers on the recipient 
computer. 

 Figure  1.17  shows a logical communication model between two peer computers 
using the ISO model. Table  1.2  shows the datagram with added header information 
as it moves through the layers. Although the development of the OSI model was 
intended to offer a standard for all other proprietary models and it was as encom-
passing of all existing models as possible, it never really replaced many of those 
rival models it was intended to replace. In fact it is this “all-in-one” concept that led 
to market failure because it became too complex. Its late arrival on the market also 
prevented its much anticipated interoperability across networks. 

1.6.2        Transport Control Protocol/Internet Protocol 
( TCP/IP) Model  

 Among the OSI rivals was the TCP/IP, which was far less complex and more histori-
cally established by the time the OSI came on the market. The TCP/IP model does 
not exactly match the OSI model. For example, it has two to three fewer levels than 
the seven layers of the OSI model. It was developed for the US Department of 
Defense Advanced Research Projects Agency (DARPA); but over the years, it has 

  Fig. 1.17    ISO logical peer communication model       

  Table 1.2    OSI datagrams 
seen in each layer with 
header added  

 No header  Data  Application 

 H1  Data  Presentation 
 H2  Data  Session 
 H3  Data  Transport 
 H4  Data  Network 
 H5  Data  Data Link 
 No header  Data  Physical 

 

1.6  Network Connectivity and Protocols

ISO logical peer communication model [Kizza, 2015]
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TCP/IP I

Transport Control Protocol/Internet Protocol (TCP/IP) Model

the OSI model works as the network communication protocol standard

however, it is not the most widely used one

the Transport Control Protocol/Internet Protocol (TCP/IP) model is
the de facto standard

developed for the US Department of Defense Advanced Research
Projects Agency (DARPA)
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TCP/IP II

Layers

application

transport

network

data link

physical
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TCP/IP III 20

seen a phenomenal growth in popularity, and it is now the de facto standard for the 
Internet and many intranets. It consists of two major protocols: the  Transmission 
Control Protocol  (TCP) and the  Internet Protocol  (IP), hence the TCP/IP designa-
tion. Table  1.3  shows the layers and protocols in each layer. 

 Since TCP/IP is the most widely used in most network protocol suites by the 
Internet and many intranets, let us focus on its layers here.

1.6.2.1       Application Layer 
 This layer, very similar to the application layer in the OSI model, provides the user 
interface with resources rich in application functions. It supports all network appli-
cations and includes many protocols on a data structure consisting of bit streams as 
shown in Fig.  1.18 .   

   Table 1.3    TCP/IP protocol layers   

 Layer  Delivery unit  Protocols 

 Application  Message  Handles all higher-level protocols including File Transfer 
Protocol (FTP), Name Server Protocol (NSP), Simple Mail 
Transfer Protocol (SMTP), Simple Network Management 
Protocol (SNMP), HTTP, Remote fi le access (telnet), Remote 
fi le server (NFS), Name Resolution (DNS), HTTP, TFTP, 
SNMP, DHCP, DNS, BOOTP 
 Combines application, session, and presentation layers of the 
OSI model 
 Handles all high-level protocols 

 Transport  Segment  Handles transport protocols including Transmission Control 
Protocol (TCP), User Datagram Protocol (UDP) 

 Network  Datagram  Contains the following protocols: Internet Protocol (IP), 
Internet Control Message Protocol (ICMP), Internet Group 
Management Protocol (IGMP) 
 Supports transmitting source packets from any network on the 
internetwork and makes sure they arrive at the destination 
independent of the path and networks they took to reach there 
 Best path determination and packet switching occur at this 
layer 

 Data link  Frame  Contains protocols that require IP packet to cross a physical 
link from one device to another directly connected device 
 It included the following networks 
 WAN – wide area network 
 LAN – local area network 

 Physical  Bit stream  All network card drivers 

  Fig. 1.18    Application layer data frame       

 

1 Computer Network Fundamentals

[Kizza, 2015]
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Computer Network Security Fundamentals

Security

What is security?

secure means a state of being free from care, anxiety, or fear

an object can be in a physical state or a theoretical state of security
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Physical State of Security I

a facility is secure if it is protected by a barrier like a fence

has secure areas both inside and outside

can resist penetration by intruders

four protection mechanisms are in place: deterrence, prevention,
detection, and response
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Computer Network Security Fundamentals

Deterrence

first line of defense against intruders who may try to gain access

works by creating an atmosphere intended to frighten intruders

may involve warnings of severe consequences if security is breached
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Computer Network Security Fundamentals

Prevention

the process of trying to stop intruders from gaining access to the
resources of the system

barriers include firewalls, demilitarized zones (DMZs), and the use of
access items like keys, access cards, biometrics, and others to allow
only authorized users to use and access a facility
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Computer Network Security Fundamentals

Detection

occurs when the intruder has succeeded or is in the process of gaining
access to the system

signals from the detection process include alerts to the existence of an
intruder

sometimes these alerts can be real time or stored for further analysis
by the security personnel
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Computer Network Security Fundamentals

Response

is an aftereffect mechanism that tries to respond to the failure of the
first three mechanisms

works by trying to stop and/or prevent future damage or access to a
facility
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Theoretical State of Security

based on oscurity and secrecy

based on few trusted people

and on ignorance by others

e.g., Coca Cola, KFC

does not really work in general
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Objects of Security in a Computer Network

computer security

network security

information security
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Computer Security

creating a secure environment for the use of computers

focuses on the user behaviour

four areas

study of computer ethics
development of both software and hardware protocols
development of best practices
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Network Security

the object is a computer network, not just a computer

broader than computer science, computer security

involves creating an environment in which a computer network –
including all many resources – is secure
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Information Security

involves the creation of a state in which information and data are
secure

includes computer and computer network security

involves a variety of disciplines, including computer science, business
management, information studies, and engineering
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Security of a Resource

a resource is secure, based on the above definition, if that resource is
protected from both internal and external unauthorised access

resources are are either tangible or nontangible

in a computer network model

the tangible objects are the hardware resources in the system
the intangible object is the information and data in the system, both in
transition and static in storage
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Hardware Security

Protecting hardware resources include protecting

end-user objects that include the user interface hardware components
such as all client system input components, including a keyboard,
mouse, touch screen, light pens, and others

network objects like firewalls, hubs, switches, routers, and gateways
which are vulnerable to hackers

network communication channels to prevent eavesdroppers from
intercepting network communications
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Software Security

Protecting software resources includes protecting

hardware-based software, operating systems, server protocols,
browsers, application software, and intellectual property stored on
network storage disks and databases

client software such as investment portfolios, financial data, real
estate records, images or pictures, and other personal files commonly
stored on home and business computers communications
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Forms of Protection

Prevention of unauthorised access to system resources is achieved via a
number of services including

access control

authentication

confidentiality

integrity

nonrepudiation
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Access Control

A service the system uses, together with a user pre-provided identification
information such as a password, to determine who uses what of its
services.

hardware access control systems—-e.g., identification cards, biometric
identification, video surveillance

software access control systems—-e.g., point of access (POA)
monitoring, remote monitoring
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Authentication

A service used to identify a user—to verify that a user is the very one
he/she claims to be based on what the user is, knows, and has

user name / password

retinal images

fingerprints

physical location

identity cards
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Confidentiality

A service protecting system data and information from unauthorised
disclosure

to avoid sniffing, communication channels are encrypted

encryption algorithm can either be symmetric – e.g., common key –
or asymmetric—e.g., public/private key
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Integrity

A service protecting data against active threats such as those that may
alter it

through encryption and hashing algorithms, ensures that the integrity
of the transient data is intact

a hash function takes an input message M and creates a code from it

the code is commonly referred to as a hash or a message digest

a one-way hash function is used to create a signature of the message

the signature is attached to the message

then used to check the message’s integrity and authenticity
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Nonrepudiation

A service that provides proof of origin and delivery of service and/ or
information

through digital signature and encryption algorithms

ensures that digital data may not be repudiated

by providing proof of origin that is difficult to deny

a digital signature is a cryptographic mechanism that is the electronic
equivalent of a written signature to authenticate a piece of data as to
the identity of the sender

! it is not exactly the same than nonrepudiation in legal environment
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